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LINX Protect - Basic DDoS mitigation - RTBH

• We launched the RTBH-based DDoS mitigation capability at LINX122

• It is a very common service, and while having limited use cases, it can still be 
a valuable tool especially during large volumetric DDoS attacks.

• Improvements are currently being finalised around prefix validation to allow 
for simpler acceptance of the more-specific route announcements while 
maintaining the security features of the prefix validation process.

• It is available on all LINX peering LANs, and the improvements should be rolled 
out before the end of the year.

• The service is free of charge and can be used at any time by any member. It 
does not require any service activation or service order.

http://www..linx.net/
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http://www..linx.net/
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LINX ProtectPlus - Advanced DDoS mitigation

• Solution designed in collaboration with Nokia

• Based on Nokia’s Deepfield Product

• Main features:

• Scrubbing based DDoS mitigation

• Fast Protection (<1m from service activation)

• Detailed real-time attack reports *

• Detailed forensic reports (with long retention) *

• Activated/deactivated by the member

• Auto-mitigated by the Nokia Platform

* Not available at soft-launch

http://www..linx.net/
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Advanced DDoS mitigation - scrubbing

• The Nokia Deepfield Defender Controller is automatically classifying the DDoS 
traffic. It employs advanced algorithms and data reconciliation to 
differentiate legitimate traffic from malicious traffic. It assesses various factors 
such as packet anomalies, patterns, rouge sources and other attributes to 
make this classification

• The Controller generates 

a set of policies which 

dictate how the DMS 

should filter out the 

harmful traffic and 
forward only the clean 

traffic to the destination

http://www..linx.net/
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Advanced DDoS mitigation – Current Status

• Proof of concept testing has been completed, and the platform is ready to go into 
production on LON1 initially.

• Our own network (AS5459) will be the first customer of the service. (currently in 
progress)

• We will be working with a small number of members who want to use the service 
during the initial phase. 

• If you are interested in this service, especially if you are happy to work with us 
ahead of the full launch, please get in touch.

http://www..linx.net/
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MAPS – Microsoft (Azure) Peering Service

• MAPS provides you with direct peering with Microsoft's ASN 8075

• But without any constraints in regards to Peering Policy, i.e minimum traffic 
etc.
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LINX MAPS Service details

• LINX LON1, Microsoft Interconnects at Equinix Sough and Telehouse North2

• LINX Manchester, Microsoft Interconnects at Equinix MA1 (Williams House)

• LINX NoVA, Microsoft Interconnects at Equinix Ashburn

• LINX Nairobi, Microsoft Interconnects at ADC Nairobi

• Always fully resilient: dual interconnects, dual route servers

• Available Speeds: 50Mbps to 10Gbps

• Ordering through self-service, no minimum contract duration, upgrade or 
downgrade possible at any time 

http://www..linx.net/
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Digital Realty ServiceFabric

• Starting later this month, LINX LON1 Peering will be available for any Digital 
Realty customer through the Digital Realty Service Fabric

• Other Services and Peering LANs will become available early 2025

http://www..linx.net/
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LINX through Digital Realty ServiceFabric

• Ordering will happen in two steps:

• You order a connection to LINX through your account on the DR ServiceFabric

• Once completed, you can order the corresponding LINX Service through the LINX 
Portal and select the ServiceFabric as delivery

• LINX charges you for the Membership 

and Service. Port Access is not required.

• Digital Realty charges you for 

ServiceFabric port/bandwidth costs 

http://www..linx.net/
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Portal User Management Changes
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Portal User Management Changes – Primary for Roles

• Functionality added to mark a user as “primary” contact for a role

• For Peering and NOC roles, the primary contact will be the ones used in the NOC 
Contact List on the Portal

http://www..linx.net/
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Portal User Management Changes – Person or Group

• We have also implemented restrictions to contact types

• Person: Mandatory for Guardian, Authoriser and Voter

• Other Roles can be a Person or a Group (i.e noc@company.com or 
peering@company.com)

Please go and check your portal users, and especially check if the correct NOC 
and Peering Contacts are currently set as “Primary”

http://www..linx.net/
mailto:noc@company.com
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Questions?

mikeh@linx.net

http://linkedin.com/company/linx/
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